ABSTRAK

Tesis dengan judul “Perlindungan Hukum Terhadap Konsumen dan Masyarakat dari
Fintech Attack dalam Hukum Positif perspektif Maqashid Syariah” oleh Maya Asri
Adistalaili dengan NIM 1880502230004, Program Studi Hukum Ekonomi Syariah
Pascasarjana UIN Sayyid Ali Rahmatullah Tulungagung yang dibimbing oleh Dr. Nur
Aziz Muslim, M.H.I dan Prof. Dr. Kutbuddin Aibak, M.H.I
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Penelitian tesis ini dilatarbelakangi oleh kasus kejahatan ITE dalam layanan
perbankan yang dikenal dengan istilah fintech attack dengan jenis serangan cybercime
yang menimbulkan kerugian bagi konsumen fintech, jenis kerugian yang dialami
konsumen berupa kerugian finansial maupun material. Modus kejahatan ini dilakukan
dengan penyebaran link palsu, tautan dengan tujuan pembobolan sistem keamanan dan
pembobolan rekening, dimana hal ini memanfaatkan data konsumen yang berhasil diretas
yang digunakan untuk kepentingan pribadi. Pemerintah ikut adil dalam menghadapi
persolan ini dengan menerbitkan peraturan-peraturan baru guna menghadapi tantangan
teknologi digitalisasi.

Fokus penelitian antara lain: Bagaimana perlindungan hukum konsumen dan
masyarakat terhadap fintech attack dalam hukum positif? Bagaimana perspektif magashid
syariah perlindungan hukum konsumen dan masyarakat terhadap fintech attack dalam
hukum positif? Penelitian ini bertujuan menganalisis upaya perlindungan hukum
konsumen dan masyarakat yang termaktub dalam hukum positif mengenai persoalan ini
yang kemudian daripada upaya perlindungan hukum konsumen dan masyarakat dalam
hukum positif dianalisis pula dalam perspektif magashid syariah Jasser Auda.

Jenis penelitian ini adalah adalah yuridis normatif dengan menggunakan dua
pendekatan yakni Penelitian Inventarisasi hukum positif dan statue approach . Teknik
pengumpulan data yang digunakan dalam penelitian ini adalah metode literature (library
research) dengan memusatkan pada hukum positif terkait perlindungan hukum dan
digitalisasi.

Hasil penelitian ini, penulis menyimpulkan bahwa: (1) Perlindungan hukum
terhadap konsumen dan masyarakat dari fintech attack dalam hukum positif diatur dalam
UU Nomor 8 tahun 1999 tentang Perlindungan Konsumen yang mengatur bahwa
konsumen fintech yang menjadi korban serangan ransomware berhak mendapatkan ganti
kerugian dari pelaku usaha, pengaturan tentang ancaman hukuman bagi pelaku usaha
yang melakukan pemanfaatan data pribadi konsumen fintech yang berakibat fintech
attack diatur dalam UU Nomor 27 tahun 2022 tentang Perlindungan Data Pribadi yakni
penjara maksimal 6 tahun dan denda maksimal senilai Rp. 6.000.000.000,00 (enam
miliyar rupiah) dan pengaturan tentang ancaman hukuman bagi pelaku fintech attack
yang dilakukan pada konsumen maupun masyarakat diatur dalam UU Nomor 1 tahun
2024 tentang Informasi dan Transaksi Elektronik yakni dipenjara 6 tahun dan denda
maksimal senilai Rp. 1.000.000.000,00 (satu miliyar rupiah) (2) Perlindungan hukum
konsumen dan masyarakat terhadap fintech attack sebagaimana yang termaktub dalam
hukum positif perspektif magashid syariah Jasser Auda telah memenuhi tingkatan prinsip
daruriyat, diantaranya ialah hifdzu al-nafs/al-irdi (Perlindungan HAM dan martabat
manusia) dalam hukum konsumen tercantum mengenai hak-hak konsumen, hifdzu al-aq|
(Pengembangan pola fikir dan penelitian ilmiah) terkait prinsip edukasi terhadap
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konsumen, aksi edukatif mengenai peran PUJK dalam memberikan pemahaman terhadap
karakteristik produk atau layanan sektor keuangan kepada masyarakat luas serta
mengedepankan pemahaman konsumen mengenai produk atau layanan, manfaat, biaya
dan risiko serta prosedur dan mekanisme perlindungan konsumen, hifdzu al-maal
(Pengembangan ekonomi dan pemerataan tingkat kesejahteraan) bahwa perkembangan
fintech yang merupakan pengembangan ekonomi sebagaimana diketahui bahwa fintech
membawa perkembangan bagi lembaga keuangan yang mampu meningkatkan
perekonomian nasional, serta pembangunan sumber daya manusia menjadi magashid,
hadirnya ruang uji coba (Sandbox) merupakan pembangunan terhadap SDM serta hifdzul
malumat dalam menjaga data pribadi perspektif magashid syariah transformatif. Namun
analisis magashid syariah terhadap keefektifan hukum perlindungan konsumen fintech
daripada fintech attact belum sepenuhnya terealisasi pada prinsip hifdzu al-nafs/al-irdi,
hifdzu al-agl, hifdzul al-maal dalam pandangan magashid syariah.
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ABSTRACT

Thesis with the title "Legal Protection of Consumers and the Society Against from
Fintech Attack in Positive Law from the perspective of Magashid Sharia” by Maya Asri
Adistalaili, Student Identification Number 1880502230004, Master's Program in Sharia
Economic Law, Graduate School of UIN Sayyid Ali Rahmatullah Tulungagung,
supervised by Dr. Nur Aziz Muslim, M.H.1., and Prof. Dr. Kutbuddin Aibak, M.H.I.

Keywords: Legal Protection, Consumers, the Society Against, Fintech Attack, Positif
Law, Magashid Sharia

This thesis research is motivated by cases of cybercrime in banking services,
commonly referred to as fintech attacks, which involve various forms of cyber threats
resulting in losses for fintech consumers. The types of losses experienced by consumers
include both financial and material damages. The crime is typically perpetrated through
the distribution of fake links or malicious URLs, which aim to breach security systems
and gain unauthorized access to bank accounts. These actions exploit consumer data that
has been successfully hacked and subsequently used for personal gain. The government
has taken part in addressing this issue by issuing new regulations to confront the
challenges posed by digital technology and digitalization.

The focus of this research includes: (1) How is legal protection consumers and
the society against fntech attack in positif law? (2) How is the perspective of Magashid
Sharia on the legal protection of consumers and society against fintech attack in positif
law? This study aims to analyze the legal protection consumers and society against
efforts stipulated in positif law regarding this issue, which are then further examined
through the framework of Magashid Sharia as proposed by Jasser Auda.

This research is classified as normative juridical research, using two
approaches: the inventory of positif law and the statute approach. The data collection
technique used in this study is the library research method, focusing on positif law
related to legal protection and digitalization.

Based on the results of this study, the author concludes that: (1) Legal protection
of consumers and the society against from fintech attacks in positive law is regulated in
law number 8 of 1999 concerning consumer protection which regulates that fintech
consumers who are victims of ransomware attacks are entitled to compensation from
business actors, the regulation of the threat of punishment for business actors who utilize
personal data of fintech consumers which results in fintech attacs is regulated in law
number 27 of 2022 concerning the protection of personal data, namely a maximum
imprisonment 60f 6 years and a mximum fine of Rp. 6.000.000.000,00 (six billion rupiah)
and the regulation of the threat of punishment for the perpetrators of fintech attack
carried out on consumers and the society against is regulated in law number 1 of 2024
concerning information and electronic transactions, namely a maximum imprisonment of
6 years and a maximum fine of Rp. 1.000.000.000,00 (one billion rupiah). (2) legal
protection consumers and society against as stipulated in positif law, when analyzed
from the perspective of Magashid Sharia according to Jasser Auda, has fulfilled the
essential (daruriyat) principles, including hifz al-nafs/al- ird (protection of human rights
and human dignity), which are reflected in consumer law through the recognition and
enforcement of consumer rights. Hifz al- ‘ag! (the preservation of intellect, including the
development of critical thinking and scientific research) is reflected in the principle of
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consumer education. This includes educational initiatives by financial service providers
(PUJK) to enhance public understanding of the characteristics of financial products or
services. It emphasizes the importance of equipping consumers with knowledge
regarding the benefits, costs, risks, procedures, and mechanisms of consumer
protection.Hifz al-maal (the preservation of wealth, including economic development and
equitable welfare distribution) is reflected in the development of fintech as an economic
advancement. Fintech has contributed to the growth of financial institutions, enhanced
national economic performance, and supported human resource development, aligning
with the objectives of Magashid Sharia. The establishment of a testing environment
(sandbox) also represents a form of human capital development and Hifdzul ma’lumat
(preservation of information) in safeguarding personal data from the perspective of
transformative magashid al-sharia. However, the Magashid Sharia analysis regarding
the effectiveness of consumer protection laws in the context of fintech, particularly in
response to fintech attacks, has not been fully realized in the implementation of the
principles of hifz al-nafs/al-ird (protection of life and human dignity), hifz al-‘aql
(preservation of intellect), and hifz al-maal (preservation of wealth) from the perspective
of Magashid Sharia.
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